Setup a L2TP over IPSec VPN Server on Linux

Lawrence Chiu@2007/08/30
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Test Environment:
L2TP Client ---------- L2TP Server

L2TP Client: Windows XP SP2
L2TP Server: CentOS 5.0

IP address of L2TP Client: 10.5.30.200
IP address of L2TP Server: 10.5.30.3

NEEH:
xI2tpd-1.1.09-1.fc5.src.rpm
openswan-2.4.9-31.el5.i386.rpm



ipsec-tools* (FERX B & 4)
ppp* (AR ERE)

Setup Procedure:

1.Install RPM:
# rpm —ivh openswan*
# rpm —ivh xI2tpd* (That’s source rpm you must rebuild it)

2.Configure L2TP Server:
2.1 FREMRSREARR TR

# vi letc/ppp/chap-secrets
lawrence * “redhat” *

2.2 FREXI2tpdiR ERE:
[global]

; listen-addr = 192.168.1.98
;requires openswan-3.1
;ipsec saref = yes

;debug tunnel = yes

auth file = /etc/ppp/chap-secrets HETEREEERMEDER

[Ins defauli]

ip range = 192.168.1.128-192.168.1.254 #L2TP/IPSec Server® 5 HHMIP scope

local ip = 192.168.1.99 #L2TP/IPSec ServerfJIP address
require chap = yes #EEECHAPR{ES 13 fE SR
refuse pap = yes A EEHIPAP R BHANEBESRRR

require authentication = yes

name = LinuxVPNserver

ppp debug = yes

pppoptfile = /etc/pppl/options.xi2tpd #HEEBUURETEEAEBIERIIZHN—LS
8 - LLINDNS Server IP

length bit = yes

2.3 52 %€ /etc/ppp/options.xI2tpd
ipcp-accept-local
ipcp-accept-remote
ms-dns 192.168.1.1
ms-dns 192.168.1.3
ms-wins 192.168.1.2
ms-wins 192.168.1.4
noccp

auth

crtscts

idle 1800

#mtu 1410

#mru 1410
nodefaultroute



debug

lock

proxyarp

connect-delay 5000

logfile /var/log/xI2tpd.log #%T#&—fEL2TP log file A Fll B&k &5 A

2.4 BUENL2TP Server
# service xI2tpd start; chkconfig xI2tpd on

3. BR*EIPSec

3.1 PSK setting:

# vi /etc/ipsec.secrets

include /etc/ipsec.d/*.secrets
10.5.30.3 %any : PSK "1234567890"

10.5.30.3 -> Server IP address
%any -> allow all machines

BABR—R—1%& - TRAGHE

3.2 5% %E|2tp-psk.conf

EREHIENT:

# cp /etc/ipsec.d/examples/I2tp-psk.conf /etc/ipsec.d/
# chmod 755 12tp-psk.conf

3.3 B ENIPSec
# service ipsec start; chkconfig ipsec on

3.4 Check IPSec status
# ipsec verify
Checking your system to see if IPsec got installed and started correctly:

Version check and ipsec on-path [OK]
Linux Openswan Uopenswan-2.4.9-31.el5/K2.6.18-8.1.8.¢el5 (netkey)
Checking for IPsec support in kernel [OK]

NETKEY detected, testing for disabled ICMP send_redirects  [OK]
NETKEY detected, testing for disabled ICMP accept_redirects [OK]
Checking for RSA private key (/etc/ipsec.d/hostkey.secrets) [OK]

Checking that pluto is running [OK]

Two or more interfaces found, checking IP forwarding [OK]

Checking NAT and MASQUERADEing [N/A]

Checking for 'ip' command [OK]

Checking for 'iptables' command [OK]

Opportunistic Encryption Support [DISABLED]
JEEE—RL2TP over IPSeciRINZRERHER T * MR BRIENFE T EF U THIog file
/var/log/message

/var/log/secure

Ivar/log/xI2tpd.log

4. L2TP Client setting:
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4.2 {EERE
1. EREMADEP->EEER->R AECHAP-> O HIN%E
2. Bhi&"ipsec X "EIE, 8 APSK(pre-shared key)
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