
11



11-2

E-mail 1960 email

SLES 9 Sendmail Postfix Mail Server postfix

Sendmail Eric Allman

Ingres ARPAnet Eric INGR ES

Ingres ARPAnet Ernie CoVax

Berkeley UNIX UUCP

Eric Schmidt BerkNet

ARPAnet UUCP BerkNet

Eric

delivermail Sendmail 1979 4.0 4.1 BSD UNIX 

delivermail delivermail

delivermail

1980 ARPAnet Network Control Protocol NC

P Transmission Control Protocol TCP

256

flat mit-XX hierarchical

xxx.mit.edu

File Transfer Protocol

FTP Simple Mail Transfer

Protocol SMTP

TCP



NCP SMTP

Eric delivermail Sendmail

Eric liber-

al

Sendmail 4.1c BSD TCP/ IP Berkeley

UNIX Eric sendmail sendmail 8.x

V8 V8

O'RELLY <<Sendmail >>

Postfix IBM Wietse Zweitze Venema Venema 

sendmail

sendmail.cf sendmail.cf

" " Sendmail

Mail Server

http://www.porcupine.org/wietse Venema 

I am continuing this fine tradition with IBM, at the Thomas J. Watson

Research Center, in the USA. The first result is Postfix. This is mail server soft-

ware that aims to be fast, easy to configure, and that hopefully is secure. A second
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result is the Coroner's Toolkit, written with Dan Farmer, primarily for the post-

mortem analysis of computer break-ins. 

11-4

Wietse Zweitze Venema

Thomas J. Watson Research Center IBM

Mail Server Mail Server

E-Mail MUA MTA MDA



MDA

Relay MTA SMTP

Sendmail MTA

MTA

Linux Evolution Mozilla Mail Windows Outlook Outlook

Express

MTA

MTA

MDA MDA Mailbox

MDA

MDA

Sendmail MTA MDA procmail

Mail Server MTA MDA Postfix
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SMTP Simple Mail Transfer Protocol

MUA MTA

MTA MTA

SMTP Simple Mail Transfer Protocol 

port number 25

MUA MTA port 25 MTA SMTP

MTA MTA port 25

MUA MTA

SMTP

POP Post Office Protocol

email

MUA

POP POP3 Post Office Protocol version 3

port number 110

MUA POP3 MUA 

IMAP Internet Mail Access Protocol POP3

IMAP POP3 IMAP Server

POP3 Server MUA

IMAP POP3
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IMAP user server mail

mail

IMAP user mail mail

header

IMAP header IMAP

client )

Web

IMAP

mailbox Unix-like

geeko

/var/spool/mail/geeko

MTA geeko /var/spool/mail/geeko

MUA

mailbox locking

mailbox mailbox

maildir Qmail maildir

mailbox

Lock maildir
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Qmail MUA POP3 protocol QMTP mini

qmail QMQP protocol qmail POP3 protocol

maildir QMTP QMQP protocol

qmail queue

maildir

mailbox maildir

Linux ext2

maildir

mail

maildir mailbox

maildir

maildir mailbox postfix sendmail mailbox

MUA MTA MDA

SLES 9 Mail Server Postfix Postfix

E-mail Address neo@suse.com
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M U A S M T P m a i l

mail.geeko.idv.tw

MTA MTA

MDA Mail Box

11-3 Mail Queue Mail

Server Mail Server

Relay

Mail Server /etc/resolv.conf DNS suse.com

DNS MX Record MX Mail eXchanger) Internet 

Mail Server

MX Mail Server A Record

IP Address suse.com Zone File Resource Record

suse.com.          IN MX 10 mail

mail.suse.com.     IN    A 195.135.220.2

MX Record e-mail MX Record

MX Record postfix A Record Resource

Record

suse.com.          IN   A 195.135.220.2

11-10



A Record CNAME Record

Mail

suse.com. IN CNAME mail 

mail.suse.com. IN A 195.135.220.2

Mail Server

MUA POP Post Office Protocol

Mailbox Mailbox POP

POP3 Post Office Protocol version 3 port number 110

POP3 MUA

IMAP IMAP

Web IMAP

Postfix

postfix

System V standalone daemon

postfix-*rpm

11-11

11



/etc/init.d/postfix

25 smtp

/etc/sysconfig/mail

/etc/aliases

/etc/postfix/main.cf

/etc/postfix/*

/var/log/mail*

Postfix YaST

YaST

YaST

yast2

yast2 sw_single

yast Software Install and Remove 

Software

yast sw_single

YaST postfix

11-4 postfix A
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Postfix sendmail

Postfix Postfix

mail

geeko.idv.tw



61.219.23.88

255.255.255.0

username@mail.geeko.idv.tw

192.168.142.0/24 Relay

mail.geeko.idv.tw

mail.geeko.idv.tw

11-14

yast2 dns DNS 11-5

Postfix

127.0.0.1 Port 25 Listen inet_interfaces = 127.0.0.1

MUA MTA Postfix Postfix

mail



Postfix

Listen

Relay mynetworks_style = subnet

IP 61.219.23.88 netmask 255.255.355.0

61.219.23.0~61.219.23.255 Relay

Postfix mynetworks Relay

DNS Mail Server DNS

Mail Server Mail Server

MX Record Mail Server MX

Record

1 1 - 3 u s e r n a m e @ m a i l .

geeko.idv.tw MX Record

mail.geeko.idv.tw IN MX 10 mail

mail.geeko.idv.tw IN A 10 61.219.23.88

DNS Mail

Server MX Record MX Record

A Record Mail Server A Record

DNS ISP << 9-8

Master DNS>> 9-8 mail.geeko.idv.tw IP

61.219.23.88 A Record

MX Record Unix Mail
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server MX Record A Record DNS

ISP MX Record MX Record

A Record

SLES 9 YaST Postfix

Postfix /etc/sysconfig/mail MAIL_CREATE_CONFIG

SMTPD_LISTEN_REMOTE

21 MAIL_CREATE_CONFIG="yes" MAIL_CREATE_CONFIG="no"

32 SMTPD_LISTEN_REMOTE="no" SMTPD_LISTEN_REMOTE="yes"

mail:~ # vi /etc/sysconfig/mail 

1 ## Path:                Network/Mail/General

2 ## Description:

3 ## Type:        string

4 ## Default:     ""

5 ## Config:      postfix

6 ## ServiceReload:       sendmail,postfix

7 #

8 # From:-Line in email and News postings

9 # (otherwise the FQDN is used)

10 #

11 FROM_HEADER=""

12 ## Path:        Network/Mail/General

13 ## Description: Basic general MTA configuration

14 ## Type:        yesno

15 ## Default:     yes

16 ## Config:      postfix,sendmail

17 #

18 # If you don't want to let SuSEconfig generate your

19 # configuration file, set this to no

20 #

21 MAIL_CREATE_CONFIG="yes"
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21 MAIL_CREATE_CONFIG="no"

22

23 ## Type:        yesno

24 ## Default:     no

25 ## Config:      postfix

26 #

27 # Set this to "yes" if mail from remote should be accepted

28 # this is necessary for any mail server.

29 # If set to "no" or empty then only mail from localhost

30 # will be accepted.

31 #

32 SMTPD_LISTEN_REMOTE="no"

32 SMTPD_LISTEN_REMOTE="yes"

/etc/postfix/main.cf postfix

main.cf main.cf

mail:~ # grep '^[^#]' /etc/postfix/main.cf 

queue_directory = /var/spool/postfix

command_directory = /usr/sbin

daemon_directory = /usr/lib/postfix

mail_owner = postfix

unknown_local_recipient_reject_code = 550

debug_peer_level = 2

debugger_command =

PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin

xxgdb $daemon_directory/$process_name $process_id & sleep 5

sendmail_path = /usr/sbin/sendmail

newaliases_path = /usr/bin/newaliases

mailq_path = /usr/bin/mailq

setgid_group = maildrop

html_directory = /usr/share/doc/packages/postfix/html
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manpage_directory = /usr/share/man

sample_directory = /usr/share/doc/packages/postfix/samples

readme_directory = /usr/share/doc/packages/postfix/README_FILES

mail_spool_directory = /var/mail

canonical_maps = hash:/etc/postfix/canonical

virtual_maps = hash:/etc/postfix/virtual

relocated_maps = hash:/etc/postfix/relocated

transport_maps = hash:/etc/postfix/transport

sender_canonical_maps = hash:/etc/postfix/sender_canonical

masquerade_exceptions = root

masquerade_classes = envelope_sender, header_sender, header_recipient

myhostname = mail.geeko.idv.tw

program_directory = /usr/lib/postfix

inet_interfaces = 127.0.0.1 ::1

masquerade_domains =

mydestination = $myhostname, localhost.$mydomain

defer_transports =

disable_dns_lookups = no

relayhost =

content_filter =

mailbox_command =

mailbox_transport =

smtpd_sender_restrictions = hash:/etc/postfix/access

smtpd_client_restrictions =

smtpd_helo_required = no

smtpd_helo_restrictions =

strict_rfc821_envelopes = no

smtpd_recipient_restrictions = permit_mynetworks,reject_unauth_destination

smtp_sasl_auth_enable = no

smtpd_sasl_auth_enable = no

smtpd_use_tls = no

smtp_use_tls = no

alias_maps = hash:/etc/aliases

mailbox_size_limit = 0

message_size_limit = 10240000

postconf Postfix
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mail:~ # postconf

2bounce_notice_recipient = postmaster

access_map_reject_code = 554

address_verify_default_transport = $default_transport

...

...

main.cf

myhostname Mail Server

FQDN YaST

main.cf myhostname

myhostname = mail.geeko.idv.tw

mydomain main.cf

11-5

geeko.idv.tw

mail:~ # postconf mydomain

mydomain = geeko.idv.tw

main.cf mydomain

inet_interfaces Postfix port 25 Listen

127.0.0.1 MUA MTA Postfix

all main.cf postconf -e 'inet_interfaces

= all' inet_interfaces
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mail:~ # postconf inet_interfaces

inet_interfaces = 127.0.0.1 ::1 <- 127.0.0.1

mail:~ # postconf -e 'inet_interfaces = all'<- postconf

mail:~ # postconf inet_interfaces

inet_interfaces = all

mynetworks_style relay

IP A/B/C class Relay

ADSL IP 61.219.23.88 Class A IP

mynetworks_style class 61 61.x.x.x IP

Postfix Relay

class

IP Netmask

Relay IP 61.219.23.88

Netmask 255.255.255.0 61.219.23 IP

Relay

host localhost Relay

mynetworks IP Mail Server Relay

mynetworks_style mynetworks mynetworks

mynetworks_style mynetworks

192.168.142.0/24 Relay

main,cf postconf -e "mynetworks = 127.0.0.0/8

192.168.142.0/24"

mail:~ # postconf -e 'mynetworks = 127.0.0.0/8 192.168.142.0/24'

mail:~ # postconf mynetworks
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mynetworks = 127.0.0.0/8 192.168.142.0/24

mynetworks_style = subnet

11-21

11

mynetworks mynetworks_style mynetworks mynet-

works_style

mail

myorigin E-Mail@

$myhostanme

mail:~ # postconf myorigin

myorigin = $myhostname

mydestination 11-3 Postfix

$myhostanme

mail:~ # postconf mydestination

mydestination = $myhostname

3 main.cf

mail:~ #postconf -e 'myhostname = mail.geeko.idv.tw'

mail:~ #postconf -e 'mydomain = geeko.idv.tw'

mail:~ #postconf -e 'inet_interfaces = all'



mail:~ # postconf -e 'mynetworks = 127.0.0.0/8 192.168.142.0/24'

mail:~ #postconf -e 'myorigin = $myhostname'

mail:~ #postconf -e 'mydestination = $myhostname'

11-22

postconf -e '

Postfix rcpostfix start

Postfix chkcofig postfix on netstat -tupln | grep :25

Postfix Listen

mail:~ # rcpostfix start

Starting mail service (Postfix) done

mail:~ # netstat -tupln | grep :25

tcp     0     0 0.0.0.0:25 0.0.0.0:*     LISTEN      5932/master

tcp     0     0 :::25           :::*          LISTEN      5932/master

shell script VMware Image

/ch11/postfix/ base-postfix.sh



SLES 9 POP3 qpopper YaST 

YaST 

qpopper 10-6 qpopper

A
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chkconfig qpopper on POP3 rcx-

inetd restart xinetd POP3

mail:~ # chkconfig qpopper on

mail:~ # rcxinetd restart

Shutting down xinetd:                                      done

Starting INET services. (xinetd) done

mail:~ # chkconfig xinetd on



11-6-1 E-mail @

alex@mail.geeko.idv.tw E-mail E-mail

@ alex@geeko.idv.tw

Mail Server MUA - SMTP

-POP3 geeko.idv.tw

mail

geeko.idv.tw

IP Address 61.219.23.88

Netmask 255.255.255.0

E-mail username@ geeko.idv.tw

192.168.142.0/24 Relay

- SMTP geeko.idv.tw

-POP3 geeko.idv.tw

E-mail username@geeko.idv.tw

mail.geeko.com.tw MX Record

11-24



geeko.idv.tw. IN MX 10 mail

mail.geeko.idv.tw. IN A 10 61.219.23.88

mydestination E-mail <<11-5-1

>> mydestination mail.geeko.idv.tw @

geeko.idv.com mydestination

mail:~ #postconf mydestination

mydestination = $myhostname

mail:~ #postconf -e  'mydestination= $myhostname, $mydomain'

mydestination = $myhostname, $mydomain

End-User MUA - SMTP -POP3

geeko.idv.tw DNS Zone File A

Record

geeko.idv.tw. IN A 61.219.23.88
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Postfix mynetworks Relay

mail server IP Mail Server

Internet

Hinet

Relay access denied

IP SMTP-AUTH

Postfix SASL

Postfix Relay

SASL saslauthd daemon SASL

/etc/passwd /etc/shadow Relay

Postfix SASL SMTP SMTP-AUTH

mynetworks 127.0.0.1 Relay MUA

Mail Server Relay Relay access denied

mail:~ # postconf -e 'mynetworks = 127.0.0.1'

mail:~ # postconf mynetworks

mynetworks = 127.0.0.1

mail:~ # rcpostfix restart

Shutting down mail service (Postfix)                       done

Starting mail service (Postfix)                            done
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/etc/postfix/main.cf

mail:~ #vi /etc/postfix/main.cf

smtpd_sasl_auth_enable = yes

smtpd_sasl_security_options = noanonymous

broken_sasl_auth_clients = yes

smtpd_recipient_restrictions = permit_sasl_authenticated,
permit_mynetworks,reject_unauth_destination

postconf -e

postconf -e 'smtpd_sasl_auth_enable = yes'

postconf -e 'smtpd_sasl_security_options = noanonymous'

postconf -e 'broken_sasl_auth_clients = yes'

postconf -e 

'smtpd_recipient_restrictions= permit_sasl_authenticated, 
permit_mynetworks,reject_unauth_destination'
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Mail Client sasl

RFC

2554 AUTH command SMTP Client Postfix

Microsoft Outlook Express version 4 Microsoft Exchange version 5.0

E-mail

rcpt to:< e-mail>

permit_sasl_authenticated

permit_sasl_authenticated SASL

permit_mynetworks mynetworks IP

reject_unauth_destination email address user-

name@ xxx.yyy.zz @ xxx.yyy.zzz mydestination

11-28
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saslauthd Daemon pam

## Path:           System/Security/SASL

## Type:         list(getpwent,kerberos5,pam,rimap,shadow,ldap)

## Default:        pam

## ServiceRestart: saslauthd

#

# Authentication mechanism to use by saslauthd.

# See man 8 saslauthd for available mechanisms.

#

SASLAUTHD_AUTHMECH=pam

mail:~ # rcsaslauthd start <- saslauthd Daemon

mail:~ # chkconfig saslauthd on <-

mail:~ #rcpostfix restart
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shell script VMware Image

/ch11/postfix/ smtp-auth-postfix.sh



MUA Outlook Express

mail.geeko.idv.tw

11-30

e-mai l e -mai l mis@xxx.

xxx.xxx hr@xxx.xxx.xxx mis hr

mis@xxx.xxx mis

/etc/aliases

/etc/aliases



e-mail 1, 2, 3.... 

e-mail include

mis@xxx.xxx bryan,eric,paul

/etc/aliases mis: bryan,eric,paul

#vi /etc/aliases

mis: bryan,eric,paul

mis bryan,eric,paul

newaliases aliases.db

# newaliases

/etc/aliases: 70 aliases, longest 20 bytes, 702 bytes total

allusers@xxx.xxx

/etc/aliases

aliases include

include
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/etc/aliases allusers: :include:/etc/allusers

#vi /etc/aliases

allusers::include:/etc/allusers

/etc/passwd

uid>999

/etc/allusers

awk -F: '$3>999 {print $1}' /etc/passwd > /etc/allusers

newaliases aliases.db

# newaliases

mail

/etc/aliases

#vi /etc/aliases

neo:neo,eric <- eric neo

#newaliases
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/etc/aliases root

~/.forward HOME

.forward , forward e-mail , 

forward

neo@mail:~> vi .forward

\neo,eric

neo@mail:~> vi .forward

neo,eric

<<11-7-3 >>

vacation vacation

SLES 9 vacation

.forward

neo@mail:~> vi .forward

\neo, "|/usr/bin/vacation neo"

~/.vacation.msg
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neo@mail:~> vi .vacation.msg

Subject: neo 7/10~7/20

7/10~7/20

Mail "$SUBJECT"

vacation -i vacation .vacation.db vaca-

tion

neo@mail:~> vacation -i

vacation ~/.forward mv

vacation

neo@mail:~> echo 'vacation test' | mail -s "Need your support" neo

neo@mail:~> mail

mailx version nail 10.6 11/15/03.  Type ? for help.

"/var/spool/mail/neo": 2 messages 2 new

>N  1 neo@mail.suse.com  Tue Jul 19 04:43  18/551   Need your support

N  2 neo@mail.suse.com  Tue Jul 19 04:43  20/641   neo 7/10~7/20

? 2 <- 2

Message  2:

From neo@mail.suse.com  Tue Jul 19 04:43:01 2005

X-Original-To: neo@mail.suse.com

Delivered-To: neo@mail.suse.com

User-Agent: Vacation/1.2.6.1 http://vacation.sourceforge.net

To: neo@mail.suse.com

Precedence: bulk

Subject: neo 7/10~7/20
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Date: Tue, 19 Jul 2005 04:43:01 +0800 (CST)

From: neo@mail.suse.com

7/10~7/20

Mail "Need your support"

Postfix

bcc

mail:~ # postconf always_bcc

always_bcc = <-

mail:~ # postconf -e 'always_bcc = boss@mail.suse.com'

Sendmail Postfix

Sendmail

Sendmail

sendmail

System V standalone daemon

sendmail-*rpm postfix

/etc/init.d/sendmail
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25 smtp

/etc/sysconfig/mail

/etc/sendmail.cf

/etc/aliases

/etc/mail/*

/var/log/mail*

Sendmail Postfix Sendmail

/etc/mail/local-host-names Sendmail

MDA procmail E-mail Address

neo@suse.com
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M U A S M T P m a i l

mail.geeko.idv.tw

MTA MTA

MDA Mail Box

11-9 Mail Queue Mail

Server Mail Server

Relay

Mail Server /etc/resolv.conf DNS suse.com

DNS MX Record MX Mail eXchanger Internet

Mail Server

MX Mail Server A Record

IP Address suse.com Zone File Resource Record

suse.com.          IN MX 10 mail

mail.suse.com.     IN  A 195.135.220.2

MX Record e-mail MX Record

MX Record postfix A Record Resource

Record

suse.com.          IN   A 195.135.220.2
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A Record CNAME Record

Mail

suse.com. IN CNAME mail 

mail.suse.com. IN A 195.135.220.2

Mail Server

Sendmail YaST

YaST 

YaST

yast2

yast2 sw_single

yast Software Install and Remove 

Software

yast sw_single

YaST sendmail

11-10 sendmail A
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sendmail postfix 11-11 sendmail

postfix
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<<11-6 >> Sendmail sendmail

mail

geeko.idv.tw

IP Address 61.219.23.88

Netmask 255.255.255.0

E-mail username@mail.geeko.idv.tw

192.168.142.0/24 Relay

- SMTP mail.geeko.idv.tw

-POP3 mail.geeko.idv.tw

sendmail

127.0.0.1 Port 25 Listen

MUA MTA sendmail sendmail

localhost Relay
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DNS Zone File Record

mail.geeko.idv.tw IN MX 10 mail

mail.geeko.idv.tw IN A 10 61.219.23.88

SLES 9 YaST Sendmail

Sendmail /etc/sysconfig/mail

21 MAIL_CREATE_CONFIG="yes" MAIL_CREATE_CONFIG="no"

32 SMTPD_LISTEN_REMOTE="no" SMTPD_LISTEN_REMOTE="yes"

mail:~ # vi /etc/sysconfig/mail 

1 ## Path:                Network/Mail/General

2 ## Description:

3 ## Type:        string

4 ## Default:     ""

5 ## Config:      postfix

6 ## ServiceReload:       sendmail,postfix

7 #

8 # From:-Line in email and News postings

9 # (otherwise the FQDN is used)

10 #

11 FROM_HEADER=""

12 ## Path:        Network/Mail/General

13 ## Description: Basic general MTA configuration

14 ## Type:        yesno

15 ## Default:     yes

16 ## Config:      postfix,sendmail

17 #

18 # If you don't want to let SuSEconfig generate your
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19 # configuration file, set this to no

20 #

21 MAIL_CREATE_CONFIG="yes"

21 MAIL_CREATE_CONFIG="no"

22

23 ## Type:        yesno

24 ## Default:     no

25 ## Config:      postfix

26 #

27 # Set this to "yes" if mail from remote should be accepted

28 # this is necessary for any mail server.

29 # If set to "no" or empty then only mail from localhost

30 # will be accepted.

31 #

32 SMTPD_LISTEN_REMOTE="no"

32 SMTPD_LISTEN_REMOTE="yes"

sendmail localhost 127.0.0.1

Mail Server

mail:~ # rcsendmail start

Initializing SMTP port (sendmail)                                done

mail:~ # netstat -tupln | grep :25

tcp   0  0 127.0.0.1:25 0.0.0.0:*   LISTEN    14086/sendmail: acc

sendmail /etc/sendmail.cf sendmail.cf 

linux.mc 

sendmail.cf /etc/mail/linux.mc sendmail.mc

sendmail.mc

mail:~ # cp /etc/mail/linux.mc /etc/mail/sendmail.mc

mail:~ # vi /etc/mail/sendmail.mc

...
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...

DAEMON_OPTIONS(`Port=smtp,Addr=0.0.0.0, Name=MTA')dnl

#m4 /etc/mail/sendmail.mc > /etc/sendmail.cf <- sendmail.cf

sendmail rcsendmail restart

sendmail chkcofig postfix on netstat -tupln

| grep :25 sendmail Listen

sles9:~ # rcsendmail restart

Shutting down SMTP port                                          done

Initializing SMTP port (sendmail)                                done

sles9:~ # netstat -tupln | grep :25

tcp   0   0 0.0.0.0:25 0.0.0.0:*     LISTEN     14520/sendmail: acc

sendmail localhost Relay

/etc/mail/access 192.168.142.0/24 sendmail server

Relay 

#cd /etc/mail

#vi /etc/mail/access

192.168.142 RELAY <- 192.168.142.0/24 Relay

#make <- access,db

SLES 9 POP3 qpopper YaST 

chkconfig qpopper on

POP3 rcxinetd restart xinetd POP3
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mail:~ # chkconfig qpopper on

mail:~ # rcxinetd restart

Shutting down xinetd: done

Starting INET services. (xinetd) done

11-11-1 E-mail @

alex@mail.geeko.idv.tw E-mail E-mail

@ alex@geeko.idv.tw

Mail Server MUA - SMTP

-POP3 geeko.idv.tw

mail

geeko.idv.tw

IP Address 61.219.23.88

Netmask 255.255.255.0

E-mail username@ geeko.idv.tw

192.168.142.0/24 Relay uername@mail.geeko.idv.tw

- SMTP

-POP3
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11-9 username@geeko.idv.tw

mail.geeko.com.tw MX Record

geeko.idv.tw. IN MX 10 mail

mail.geeko.idv.tw. IN A 10 61.219.23.88

11-9 sendmail

@ FQDN

@ /etc/mail/local-host-names

/etc/mail/local-host-names geeko.idv.tw Mail

Server xxx@geeko.idv.tw

mail:~ #vi /etc/mail/local-host-names

geeko.idv.tw

/etc/mail/local-host-names sendmail

mail:~ #rcsendmail restart

End-User MUA - SMTP -POP3

geeko.idv.tw DNS Zone File A

Record
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geeko.idv.tw. IN A 61.219.23.88

<<11-7-2 /etc/aliases >> sendmail

.forward SLES 9 sendmail

sendmail 

Mail server Mail server mail.blue.com

mail.red.com mail.example.com IP 203.77.21.10

alex e-mail :

blue.com red.com DNS

blue.com DNS blue.com MX Record mail.bule.com

A Record mail.bule.com 203.77.21.10

blue.com. IN MX 10 mail.bule.com.

mail.blue.com. IN A 203.77.21.10

red.com DNS Record

red.com. IN MX 10 mail.bule.com.

mail.red.com. IN A 203.77.21.10
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mail.example.com alex_blue alex_red

#useradd -m alex_blue

#useradd -m alex_red

/etc/mail/virtusertable

#vi /etc/mail/virtusertable

alex@mail.blue.com  alex_blue

alex@mail.red.com  alex_red

alex@blue.com alex_blue alex@red.com

alex_red

/etc/mail/local-host-names

#vi /etc/mail/local-host-names

blue.com

red.com

sendmail

#rcsendmail restart
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1 9 9 8

Endymion MailMan WebMail

,

MailMan

WebMail

2000 NeoMail ,

MailMan. Neomail Ernie Miller

, POP3 server mail server

Outlook Express/Netscape

Neomail

HTML

Outlook POP3 

Neomail
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Open WebMail

Outllook 

( 30 ) 

( : , Shif-JIS/ISO-2022-JP/EUC-

JP, / UTF-8) 

, , 

/

(unix, pop3, mysql, postgres, ldap) PAM 

/ /

/ / 

POP3 
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ssh

Open WebMail Direct Access WebMail 11-12

Open WebMail DBM

Open WebMail

POP3

Microsoft Outlook

/

Outlook

Open WebMail Outlook Outlook
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Open WebMail http://openwebmail.org

Spring Link Daniel Pentecost

Norvasen Pentecost Inc. Thomas Chung

Open WebMail

http://turtle.ee.ncku.edu.tw/openwebmail

Perl

tgz file Linux RPM package
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http://turtle.ee.ncku.edu.tw/~tung/openwebmail/install.html

Open WebMail

http://mail.ibms.sinica.edu.tw/openwebmail/help/zh_TW.Big5/

Open WebMail

http://openwebmail.org/openwebmail/download/

http://www.cosa.org.tw/cosa_act/tm/openwebmail/ Open WebMail
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http://turtle.ee.ncku.edu.tw/openwebmail

http://turtle.ee.ncku.edu.tw/~tung/openwebmail/install.html Open

WebMail SLES 9

Open WebMail

SLES 9+SP1 apache

<< 2-3 SLES 9 >> 2-20 << 10-4 Apache

>>

Apache



rpm Open WebMail SUSE LINUX

rpm RedHat Linux rpm apache

http://www.openwebmail.de/download/suse/rpm/daily-build/ 

openwebmail-2.51-20050317.suse.i586.rpm ( 11-13)

VMware Image /ch11/openwebmail/
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rpm -ivh openwebmail-2.51-20050317.suse.i586.rpm

# rpm -ivh openwebmail-2.51-20050317.suse.i586.rpm

error: Failed dependencies:

perl-Text-Iconv is needed by openwebmail-2.51-20050317.suse

http://turtle.ee.ncku.edu.tw/openwebmail/download/suse/rpm/packages/suse-

8.2/perl-Text-Iconv-1.2-34.i586.rpm

SUSE LINUX perl-Text-Iconv rpm

VMware Image /ch11/openwebmail/ perl-Text-Iconv rpm

openwebmail-2.51-20050317.suse.i586.rpm openwebmail rpm

11-14
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chmod 4755 /usr/bin/suidperl

# ls -l /usr/bin/suidperl

-rwxr-xr-x  2 root root 1151486 Feb  5 20:30 /usr/bin/suidperl

# chmod 4775 /usr/bin/suidperl

# ls -l /usr/bin/suidperl

-rwsrwxr-x 2 root root 1151486 Feb  5 20:30 /usr/bin/suidperl

/ e t c /pe rmiss ion .easy SuSEconfig

/usr/bin/suidperl 0755

# vi /etc/permissions.easy 

# Open Webmail

/usr/bin/suidperl                  root:root             4755

/srv/www/cgi-bin/openwebmail/openwebmail-tool.pl --init Open

WebMail 11-15
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iconv.pl SLES 9 :

#cd /srv/www/cgi-bin/openwebmail

#cp shares/iconv.pl shares/iconv.pl.default

#cp misc/patches/iconv.pl.fake shares/iconv.pl

/srv/www/cgi-bin/openwebmail/openwebmail-tool.pl --init

11-16

Open WebMail
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11-16 MIME-Base

MIME-Base rpm

gcc YaST gcc
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http://turtle.ee.ncku.edu.tw/openwebmail/download/packages/MIME-Base64-

3.01.tar.gz MIME-Base64-3.01.tar.gz VMware Image

/ch11/openwebmail/ MIME-Base64-3.01.tar.gz

# tar zxvf MIME-Base64-3.01.tar.gz -C /tmp

#cd /tmp/MIME-Base64-3.01

station5:/tmp/MIME-Base64-3.01 #perl Makefile.PL

station5:/tmp/MIME-Base64-3.01 #make

station5:/tmp/MIME-Base64-3.01 #make install

openwebmail-tool.pl - - init 11-18
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http:// /cgi-bin/openwebmail/openwebmail.pl

11-19 Open WebMail 11-19

11-59

11



Open Webmail 11-20

... Mail Server DNS

Server @

Open Webmail E-Mail

Address

11-60

http:// OpenWebMail

/var/www/htdocs index.html

index.html



<html><head>

<meta http-equiv="Refresh"

content="0;URL=http:// /cgi-bin/openwebmail/openwebmail.pl">

</head></html>

index.html

<html>

<body onload=

"window.open('http:// /cgi-bin/openwebmail/openwebmail.pl  
','_top')">

</body>

</html>
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VMware Image /ch11/openwebmail/ index.html.1

index.html.2 index.html

http:// /mail OpenWebMail 

Apache

ScriptAlias /mail "/srv/www/cgi-bin/openwebmail/openwebmail.pl"

apache
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MDA

Relay MTA

SMTP Sendmail MTA

MTA

Linux Evolution Mozilla Mail

Windows Outlook Outlook Express

MTA 

MTA MDA MDA

Mailbox MDA

MDA

MTA MTA MUA E-mail E-mail

Relay Relay Mail Server

Mail Server Mail Server Relay

Mail Server

Relay http://140.111.1.22/tanet/

spam.html IP
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postfix

System V standalone daemon

postfix-*rpm

/etc/init.d/postfix

rcpostfix start

25 smtp

/etc/sysconfig/mail

/etc/aliases

/etc/postfix/main.cf

/etc/postfix/*

postconf newaliases

/var/log/mail*

sendmail

System V standalone daemon

sendmail-*rpm

/etc/init.d/sendmail

rcsendmail start

25 smtp

/etc/sysconfig/mail

/etc/sendmail.cf

/etc/aliases

/etc/mail/access
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newaliases

/var/log/mail*

Open WebMail Neomail

Web Mail Direct Access WebMail

POP3

/

Outlook

Open WebMail Outlook Outlook

Open WebMail 

CGI Web server 

Perl 5.005 suid perl 

CGI.pm-3.05.tar.gz

MIME-Base64-3.01.tar.gz 

Digest-1.08.tar.gz

Digest-MD5-2.33.tar.gz

libnet-1.19.tar.gz

Text-Iconv-1.2.tar.gz

libiconv-1.9.1.tar.gz 
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CGI-SpeedyCGI-2.22.tar.gz 

Compress-Zlib-1.33.tar.gz 

ispell-3.1.20.tar.gz 

Quota-1.4.10.tar.gz Quota control

Authen-PAM-0.14.tar.gz 

ImageMagick-5.5.3.tar.gz

tnef-1.2.3.1.tar.gz , MS-Tnef

antiword-0.35.tar.gz , MSWord

openssl-0.9.7d.tar.gz , POP3 SSL libssl

Net_SSLeay.pm-1.25.tar.gz POP3 SSL

IO-Socket-SSL-0.96.tar.gz POP3 SSL

clamav-0.70.tar.gz , 

Mail-SpamAssassin-2.63.tar.gz /

source , rpm

http://turtle.ee.ncku.edu.tw/openwebmail/download/packages/
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Mail Server 3 Linux 1 DNS 2 Mail

Server 1 Windows MUA

11-67
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142 192.168.#.33 192.168.142.33



sles9.suse.com

dns.suse.com

<< >>

11-68

IP 11-23

YaST 11-24



3 dns.suse.com

VMware dns.suse.com

VM Settings 11-25

11-69

11



VM Settings Options

11-24 Virtual machine name dns.suse.com

11-70

d n s . s u s e . c o m D N S s u s e . c o m

geeko.idv.com named.conf Zone File

/srv/ftp/lab/ch11/exercise1

/srv/ftp/lab/ch11/exercise1 3

dns:/srv/ftp/lab/ch11/exercise1 # ls -l

total 12

drwxr-xr-x  2 root root   152 Jul 21 05:31 .

drwxr-xr-x  6 root root   160 Jul 21 05:22 ..



-rw-r--r--  1 root named  275 Jul 21 05:23 geeko.idv.tw.zone

-rw-r-----  1 root named 1395 Jul 21 05:30 named.conf

-rw-r--r--  1 root named  229 Jul 21 05:23 suse.com.zone

named.conf

/etc/ named.conf

dns:/srv/ftp/lab/ch11/exercise1 # cp named.conf  /etc/

geeko.idv.tw.zone suse.com IP

/var/lib/named/master

dns:/srv/ftp/lab/ch11/exercise1 # cat geeko.idv.tw.zone

$TTL 1d

@ IN SOA dns.geeko.idv.tw.  neo.geeko.idv.tw. (2005072001 1d 3h 1w 0)

geeko.idv.tw.          IN           NS           dns.geeko.idv.tw.

dns.geeko.idv.tw.      IN           A            192.168.#.253

mail.geeko.idv.tw.     IN           A            192.168.#.33

geeko.idv.tw.          IN           MX   10      mail.geeko.idv.tw.

dns:/srv/ftp/lab/ch11/exercise1 # cat suse.com.zone

$TTL 1d

@    IN  SOA dns.suse.com. neo.suse.com. ( 2005072001 1d 3h 1w 0 )

suse.com.              IN           NS            dns.suse.com.

dns.suse.com.          IN           A             192.168.#.253

mail.suse.com.         IN           A             192.168.#.133

suse.com.              IN           MX  10        mail.suse.com.
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dns:~ # rcnamed restart

Shutting down name server BIND                             done

Starting name server BIND                                  done

dns:~ # cat /etc/resolv.conf

nameserver 192.168.142.253 <-

dns:~ # host dns.suse.com

dns.suse.com has address 192.168.142.253

dns:~ # host mail.geeko.idv.tw

mail.geeko.idv.tw has address 192.168.142.33

dns:~ # host mail.suse.com

mail.suse.com has address 192.168.142.133

dns:~ # host -t mx geeko.idv.tw

geeko.idv.tw mail is handled by 10 mail.geeko.idv.tw.

dns:~ # host -t mx suse.com

suse.com mail is handled by 10 mail.suse.com.
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VMware sles9.exe

VMware
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mail.geeko.idv.tw mail.suse.com Postfix SMTP-

AUTH mail.geeko.idv.tw mail.suse.com

E-mail alex@geeko.idv.tw

E-mail neo@suse.com

mail:~ # vi /etc/sysconfig/mail 

20 #
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21 MAIL_CREATE_CONFIG="yes"

21 MAIL_CREATE_CONFIG="no"

32 SMTPD_LISTEN_REMOTE="no"

32 SMTPD_LISTEN_REMOTE="yes"

Postfix mail:/srv/ftp/lab/ch11/exercise2/

geeko.idv.tw.sh

mail:/srv/ftp/lab/ch11/exercise2 # cat geeko.idv.tw.sh

#!/bin/bash

postconf -e 'myhostname = mail.geeko.idv.tw'

postconf -e 'mydomain = geeko.idv.tw'

postconf -e 'inet_interfaces = all'

postconf -e 'mynetworks = 127.0.0.1'

postconf -e 'myorigin = $mydomain'

postconf -e 'mydestination = $myhostname, $mydomain'

postconf -e 'smtpd_sasl_auth_enable = yes'

postconf -e 'smtpd_sasl_security_options = noanonymous'

postconf -e 'broken_sasl_auth_clients = yes'

postconf -e 'smtpd_recipient_restrictions = permit_sasl_authen-
ticated,permit_mynetworks,reject_unauth_destination'

chkconfig saslauthd on

rcsaslauthd restart

rcpostfix restart

mail:/srv/ftp/lab/ch11/exercise2 # ./geeko.idv.tw.sh

Shutting down service saslauthd                            done

Starting service saslauthd                                 done

Shutting down mail service (Postfix)                       done

Starting mail service (Postfix)                            done
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qpopper chkconfig

qpopper on POP3 rcxinetd restart xinetd

POP3 POP3

chkconfig xinetd on

mail:~ # chkconfig qpopper on

mail:~ # rcxinetd restart

Shutting down xinetd: done

Starting INET services. (xinetd) done

mail:~ # chkconfig xinetd on

mail.geeko.idv.tw alex

mail:~ # useradd -m alex

mail:~ # echo alex:1234 | chpasswd

mail:~ # vi /etc/sysconfig/mail 

20 #

21 MAIL_CREATE_CONFIG="yes"

21 MAIL_CREATE_CONFIG="no"

32 SMTPD_LISTEN_REMOTE="no"

32 SMTPD_LISTEN_REMOTE="yes"

Postfix mail:/srv/ftp/lab/ch11/exercise2/

suse.com.sh

mail:/srv/ftp/lab/ch11/exercise2 # cat suse.com.sh

#!/bin/bash

postconf -e 'myhostname = mail.suse.com'
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postconf -e 'mydomain = suse.com'

postconf -e 'inet_interfaces = all'

postconf -e 'mynetworks = 127.0.0.1'

postconf -e 'myorigin = $mydomain'

postconf -e 'mydestination = $myhostname, $mydomain'

postconf -e 'smtpd_sasl_auth_enable = yes'

postconf -e 'smtpd_sasl_security_options = noanonymous'

postconf -e 'broken_sasl_auth_clients = yes'

postconf -e 'smtpd_recipient_restrictions = permit_sasl_authen-
ticated,permit_mynetworks,reject_unauth_destination'

chkconfig saslauthd on

rcsaslauthd restart

rcpostfix restart

mail:/srv/ftp/lab/ch11/exercise2 # ./suse.com.sh

Shutting down service saslauthd                            done

Starting service saslauthd                                 done

Shutting down mail service (Postfix)                       done

Starting mail service (Postfix)                            done

qpopper chkconfig

qpopper on POP3 rcxinetd restart xinetd

POP3

mail:~ # chkconfig qpopper on

mail:~ # rcxinetd restart

Shutting down xinetd: done

Starting INET services. (xinetd) done

mail:~ # chkconfig xinetd on

mail.suse.com neo
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mail:~ # useradd -m neo

mail:~ # echo neo:1234 | chpasswd

Host O.S DNS 192.168.142.253

Outllook Exporess alex@geeko.idv.tw E-mail

E-mail alex@geeko.idv.tw

POP3 mail.geeko.idv.tw

SMTP mail.geeko.idv.tw
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Outllook Exporess E-mail neo@suse.com

E-mail neo@suse.com

POP3 mail.suse.com

SMTP mail.suse.com
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alex@geeko.idv.tw neo@suse.com

11-32 11-33 Relay access denied

mail.geeko.idv.tw Relay mail.suse.idv.tw

SMTP-AUTH
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geeko.idv.tw

11-34
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/ Outlook

E-mail neo@suse.com 11-36



11-37

Relay access denied

mail.suse.com mail.geeko.idv.tw mail.suse.com
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