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FIRE EATHIFE B squid B+ > 7wk Proxy Server - & kX
o % R o m & » F b --enable-auth="basic" v

--enable-basic-auth-helpers="NCSA" iz BiE 38 o
root # _/configure --enable-auth="basic™ \
> --enable-basic-auth-helpers="NCSA™
F %3 NCSA & i
Bl - BR A squid £ ¢ 0 F 3] osquid R kAR 0 P ra gy 3
helpers/basic_auth/NCSA P 4> #4 {7 make &£ 48 W 3] squid eficie p ér:?—&ﬁ‘llﬁ*u
¥ oo 2 osquid &_% Jusr/local/squid P o454 o
root # cd /misc/squid-2.6.STABLE3/helpers/basic_auth/NCSA
root # make

root # cp ncsa_auth /Zusr/local/squid/libexec
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F I o A8 EAF 4138 ke htpasswd &2 * dgori o ldd g Ly
4> e library o
root # 1dd htpasswd
libz.so.1 => /usr/lib/libz.so.1 (0x00781000)
libssl.so.4 => /lib/libssl._so.4 (0x00a6c000)
libcrypto.so.4 => /lib/libcrypto.so.4 (0x008b4000)
libgssapi_krb5.so0.2 => /usr/lib/libgssapi_krb5.so0.2 (0x0089e000)
libkrb5.s0.3 => Zusr/lib/libkrb5.s0.3 (0x00814000)
libcom_err.so.2 => /lib/libcom err.so.2 (0x00793000)
libk5crypto.so.3 => /usr/lib/libk5crypto.so.3 (0x0087b000)
libresolv.so.2 => /lib/libresolv.so.2 (0x007d3000)
librt.so.1 => /lib/tls/librt.so.1 (0x007a3000)
libm.so.6 => /lib/tls/libm.so.6 (0x0075c000)
libcrypt.so.1 => /lib/libcrypt.so.1l (0x00111000)
libnsl.so.1 => /lib/libnsl_so.1 (0x007fc000)
libpthread.so.0 => /lib/tls/libpthread.so.0 (0x007e8000)
libdl.so.2 => /lib/libdl.so.2 (0x00756000)
libc.so.6 => /lib/tls/libc.so.6 (0x0062b000)
/lib/1ld-linux.so.2 (0x00612000)
root #

FIn R € 37%3F Apache 738 A ¥hmiFx =2 {8 > ¥ 11 A support P 4%35 )
- i htpasswd iz BAE:8F 10 E HiE * o
root # cp support/htpasswd Zusr/bin

& ¥_ squid.conf

# e osquid.conf §_*x % /usr/local/squid/etc B 432 > #7120 T BOE T
squid.conf 3% & & iz B &7 ol o R ¥ L5 5 squid.conf Rk TAE AR
3 o
Tom AE IR A r [FELRS o
root # cat squid.conf | sed -e "/™M#.*/d" -e "/7~$/d" | nl
http_port 3128
hierarchy stoplist cgi-bin ?
acl QUERY urlpath_regex cgi-bin \?
cache deny QUERY
acl apache rep_header Server "Apache
broken_vary _encoding allow apache
cache_dir ufs /usr/local/squid/var/cache 100 16 256

0 N O O b~ W N P

access_log /usr/local/squid/var/logs/access.log squid
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9 refresh_pattern ~ftp: 1440 20% 10080
10 refresh_pattern ~gopher: 1440 0% 1440
11 refresh_pattern . 0 20% 4320

12 acl all src 0.0.0.0/0.0.0.0

13 acl manager proto cache_object

14 acl localhost src 127.0.0.1/255.255.255.255
15 acl to_localhost dst 127.0.0.0/8

16 acl SSL_ports port 443 563

17 acl Safe ports port 80 # http

18 acl Safe ports port 21 # Ftp

19 acl Safe ports port 443 563 # https, shews

20 acl Safe ports port 70 # gopher

21 acl Safe ports port 210 # walis

22 acl Safe ports port 1025-65535 # unregistered ports
23 acl Safe ports port 280 # http-mgmt

24 acl Safe ports port 488 # gss-http

25 acl Safe ports port 591 # Filemaker

26 acl Safe ports port 777 # multiling http

27 acl CONNECT method CONNECT

28 http_access allow manager localhost

29 http_access deny manager

30 http_access deny !Safe ports

31 http_access deny CONNECT ISSL_ports

32 acl l-penguin src 192.168.1./24

33 http_access allow I-penguin

34 http_access deny all

35 http_reply _access allow all

36 icp_access allow all

37 cache_effective user nobody

38 coredump_dir /usr/local/squid/var/cache
root #

ERIEIEE & A ERD 8 S S A a-FU I T ST ’xﬁ,.iifawc
> ncsa %3 o
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root # vi squid.conf
# REEFED R T
auth_param basic realm Welcome to I-penguin®s proxy service, please enter
your name and password.
# dp A4 ncsa_auth uE - LR 5 squid-passwd
auth_param basic program Zusr/local/squid/libexec/ncsa_auth

/usr/local/squid/etc/squid-passwd

# X T_ig * proxy_auth

acl squid-passwd proxy_auth REQUIRED
# ﬁ;#ﬁ@@wuﬁ;nﬁﬂfﬁxé* * Proxy
http_access allow squid-passwd

p_access allow squid-passwd B » — Z_& 3z & http_access

FL%“ii%l’ 3R € htt
» B R g 2R deny H- o

ht
deny all = & 1|
Rof- BT X

Fl oA o BB en X AR AR A dp L0 R BB OB A Lk A
lusr/local/squid/etc/squid-passwd & B % X 42w o T I ARk @ * htpasswd i B
A2 RATH & ¥ o

root # cd /usr/local/squid/etc; htpasswd -c squid-passwd steven

-

New password: your_password <- % ¢ & 41 &k
Re-type new password: your_password <- % ¢ & 4 %k
Adding password for user steven
root #
¥ AL ATH FLosquid 0 T K *;’Kg 4 3% o
root # /usr/local/squid/bin/RunCache &
root #
FLR o Ak Y FIMEHF ¥ 2 Jusr/local/squid/var/squid.out
S th H e
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access.log ‘i‘}‘” 3o

root # /usr/local/squid/var/logs/access.log

~ b~

1157818446.454 833 192.168.1.3 TCP_MISS/200 3479 GET
http://cmxml . tw.yahoo.p.
overture.com/d/search/p/standard/js/flat/ctxt/? steven
DIRECT/61.213.167.216 app

lication/x-javascript

1157818448.084 19 192.168.1.3 TCP_NEGATIVE_HIT/404 3779 GET
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http://tw.rd.yah

oo.com/referurl/hp/ steven NONE/- text/html
1157818448.815 2025 192.168.1.3 TCP_MI1SS/200 480 GET
http://row.bc.yahoo.com/b

? steven DIRECT/211.115.107.126 image/gif
1157818448.901 2107 192.168.1.3 TCP_MISS/200 480 GET
http://row.bc.yahoo.com/b

? steven DIRECT/211.115.107.126 image/gif
1157818449.059 2258 192.168.1.3 TCP_MISS/200 480 GET
http://row.bc.yahoo.com/b

? steven DIRECT/211.115.107.126 image/gif
1157818591.126 788 192.168.1.3 TCP_MISS/200 3112 GET
http://rad.msn.com/ADSAd

Client31.dl1? steven DIRECT/207.68.178.16 text/html
1157818592.176 837 192.168.1.3 TCP_MISS/200 15831 GET
http://global .msads.net
/ads/5722/0000005722_000000000000000337454 .swf? steven
DIRECT/210-201.139.93 app

lication/x-shockwave-flash

1157818654.284 2 192.168.1.3 TCP_DENIED/407 1828 GET
http://tw.news.yahoo.c

om/rss/realtime - NONE/- text/html

1157818657.428 127 192.168.1.3 TCP_DENIED/407 1777 GET
http://tw.yahoo.com/ -

NONE/- text/html

1157818668.765 41 192.168.1.3 TCP_DENIED/407 1933 GET
http://newsrss.bbc.co.
uk/rss/newsonline_world_edition/front_page/rss.xml - NONE/- text/html
~ g~

root #

4l T OU

F] steven g‘—ﬁ R R AR o
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For more articles, please visit http://www.l-penguin.idv.tw/

£ @ B+ & (Tzu-Yi Liao)

Certified : LPIC Level | ~ LPIC Level Il ~ RHCE
E-mail : steven@I-penguin.idv.tw

Web site : http://www.l-penguin.idv.tw/
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