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1 SSL# %4
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2 SSL & iwiniz

SSL Client S3L Server

Time

Client Hallo

| want o establish secure connection, | suppart
<thig= varsion of 5L and <these> ciphers

Server Hello

Ok, | initially accept request. | have chosen <this=
version of 551 and <this=> cipher suite

1—[ Server's Certificate (optional) J
'S ™)

- Server Key Exchange (optional)
Here is my public key (if | don't have cedificate) )
'8 4
Client Certificate Request {optional)

+— | want to authenticate you. Send me

your cerlificate signed by <this= CA
b .
Server Hello Done )

Client's Certificate (optional) )—:_[

Client Key Exchange
I am sanding you more parameters.
| will encrypt them by your public key.
Certificate Verify (optional)

| will sign some informeation by using private key =
that corresponds to my cerificate. Thus, you can
L be sure that | am the owner of the cerlificate

-

S £

.

Change Cipher Spec f
The next message from me will be encrypted
L A

>

[ Client Finished (encrypted)

T —
-4 )

The next message from me will be encrypted

4—[ Server Finished {encrypted) )

[ Anplication's dats laricrsed! ]<—>[ Application’s data (encrypted] ] L §

B 2: SSL i& (T;x 42

B & % & : http://www.securityfocus.com/infocus/1818
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® * =:xpidix ClientHello 3t & % RPRE, » p Fi e 7 SSL I 8

® FIREHER BT SSLER > ¥ 4% ServerHello 3 4 #4525 v i
PRI E=E4]* ServerKeyExchange 2t & & @i o 2457

® PPREA|* ServerHelloDone 3 4 &k % g 30> 2k o
* 24 * ClientKeyExchange 3 & % i#:% session key 3> * = =4 4 @
% session key fF ¢ L * RUR Z o r o B4 4 ¥ session key i {7 e
EERCELE ST

® * = =ihix ChangeCipherSpec 3t 4 &k fxds = i X2k g8 » S E 18
B ki@ an Ly B oo

® ¥ ¢:uibi¥ Finished 2 & % FIR B » 2 5 IR BT i B0 b 375
B g I8 o

® FPRE:xp#Bi% ChangeCipherSpec it 4 % fads © i & ik ciE 78 > ipdt iF
R PIR B M- L B o

® PJREBi¥ Finished 3 L %% 2 & a0% 27 g fip il BATE R D

EI o
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do% & R Apache RIREfriflfomie * SSL ke f7x ’;}i; VIR EBL G AR
TP R EGRFZBE - FIIRER* B2 EHGRE %‘?@m LA o RIRE

%M\W$%@ﬁﬁ$ﬁ¥‘if%w%ﬁﬁwwggi@wmma£@um¢
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NEE U i&;/g_rﬁ’ﬁ ST o

TREEEY (CA) T B FENBES LGS d
pIRIGER s ) o TEREGIRBE S B R
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PIRE £ A

AL BER R R AR 0 K RAeT

% % mod sd £ i

# 2% &4k (PrivateKey) {ri& &Y 4 (Certificate Signing Request )
#EFE Y #h (Certificate Signing Request) i# % CA ¥ 36 3%
PrEEERY AT B

BIFRRET 2L R F @ https i s

1 % % mod_ssl & #

K CentOS4(d A3 4 L1 3 RHEL 4 & % 4p % 5% # : http://www.centos.org )
7 % % 1% https 7% mod_sdl £ # > ¥ 4]* Trpm—qa|grep mod_ssl | & T &_
%% modsd & o

[root@www html]# rpm -ga | grep mod_sd
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mod_ssl-2.0.52-9.ent.centos4.1

EH Y AZ S F UL root i

N
7B

O kL BT o 4
" system-config-packages; - fI* GUI & i § 1 £ T system-config-packages

S>TpT PRE, (R3) > 8 TFEwfT, o AE 1% "modsd, - T §#%
FAENFFRE R > [T R A& K 0F o

FRMEETR [8/11]
@ EEBHEHOIENE Red Hat HiTHEARETE -
AT E R A [14/21]
% TEEE T Bl LR R EEIT R T R AR AR -
i RRR

[1/12]
@ TEEEEE T LI E — (8 IMAP B Postfix #{-E=Rz4% -

=

Windows {5 &l At

[3/3]
TE{E ISR AT LT Linux B2 MS Windows (tm) 25

[l EAEE -

DNS &R ERd

[1/3]
T2 (S A e T LU R A RT3 DNS EREfEFEAR
(BIND) ©

ERERIEEE ] 2,342 MB

IRV S S

#F% X mod_ssl  #t& » f1* Tservice httpd restart | 45 4 £ #7§cé> Apache i
¥ i¢ % SSL i s e 4o i%'ji%] ~ T http://www.blue-linux.com ; § ¥ iz 4

"https://www.blue-linux.com ;- 4 ¥ N AR 4 % 2P ERGULE  E4ET T
()5 37 1% https frpt g 2bE T -
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2w [_&m__ | wwEEn

Bl 4: https % > EW AR E

éﬂ{'ﬂ‘i;'“f" TRPR AR IGE ?mé@d%i—)&%ﬁ— A I T A
HPpREEAL A mod sd AL N RDFRBE FF P LREMLD T #K
RIEE, (7 IBRE TR (F5) o&rw KRR SRR G
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B x|
—H ERiREH | EEREE

O.,-..-g::-.- _
= EHEN
EHCA RERTIEEH - NEEERHEH - 51
EHERE AT IRSHREETRR -

=% localhost localdommadn

=18 localhost localdomadn

HEHEAE 20051001 3 200610001

| LaERSE T |

Bl 5 FEREEFT
32 24w AMIEEY

HEL:#RT hdR LR (Private Key) fri& ¥ 3+ (Certificate Signing
Request) { & # > °

[root@www ~]# cd /etc/httpd/conf
[root@www /etc/httpd/confl# mv ssl.key/server.key ssl.key/server.key.orig

[root@www /etc/httpd/conf]l# mv ssl.crt/server.crt ssl.crt/server.crt.orig
HF2: A2 % &4 (Private Key)

R 3§ % & 4 (Private Key ) 75 *z/etc/httpd/conf/ssl.key B 4T » #5ra 24 i
I P& o I Topensslgenrsal024 >serverkey ;44 &2 $+% &
4 (Private Key ) -
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[root@www /etc/httpd/confl# cd  ssl.key/

[root@www /etc/httpd/conf/ssl.key]# openssl genrsa 1024 > server.key
Generating RSA private key, 1024 bit long modulus
.......................................................... R

++++++

e is 65537 (0x10001)

HFH3 AL 8 Y 4 (Certificate Signing Request)

A 2187 45 (Certificate Signing Request) #_ 5 1 & CAGE Y ¥ 3482
B FH TR EE S ARFAAE Y PP ERBoRFALE Y FARER R

SR szfﬂ’ FEERR O ERBaB LR A REP LD

i °ﬂ?’&’”r@ kyp i s Apache PIRELEEF e Rehp T ot
¢ ERBLREARERY FAOP FEROTFTM S F A RSN

%@ﬁﬁ b e FEFAEE PR ERBR Y GG Aot

2 TiB#EY M CSR, (FERARY 54 ) AP E2% TCAGRY
e (szj-) PEFARULE P TERRE CRTJ (F#EHPR) -

a

=
ol T

ELR
*wz

Py
23

O
:Js/"

-
}F

7 ¥ 7| /etc/httpd/conf/ssl.csr/ P 4+ (FE&XBZH"? 3734H CSR 5% p &%) > f|* 7
Fldp 4 A2 BEY R
# openssl req —new —key # % &4 -out §3&" A

#cd /etc/httpd/conf/ssl.csr/

# openssl req -new -key ../ssl.key/server.key -out server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [GB]:TW

State or Province Name (full name) [Berkshire]:Taiwan

Locality Name (eg, city) [Newbury]:Taipel

Organization Name (eg, company) [My Company Ltd]:blue-linux
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Organizational Unit Name (eg, section) []:Technical Support

Common Name (eg, your name or your server's hostname)
[l:www.blue-linux.com

Email Address []:alexlin@blue-linux.com

Please enter the following 'extra’ attributes
to be sent with your certificate request
A challenge password []: € & &4~ Enter &

An optional company name [|:€ & #3# ™ Enter 4

WAhH P ST IRAL servercsrfhk o T Al* catdp S AA P F 0 LW6-

B 6:servercsrfhixEp %

3.3 ¢ bR

CHFRAFAT ABEY o FEE A E REEG FRELEERMR
Rk 7 RRET P R AR e R R G Y Y R
Fapsmr T ey (B7)

http://www.hitrust.com.tw/newsite/ssl_c3.asp
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& BE]
=0 SEED 90 FMERW IED HNO "

Q- © [ &G Pus Jranne @se &

LD | ] http:hawe hitrust com. trinewsitsissd o3 asp

| DBE a7 @ -

® ‘A
HITRUST
B R R = English mE - &8
b Buy Now Products & Services e
P S BEB WA YeriSign_
B ]
» IBERREIL
== WEZ2BHERE
r EREEER
, B RETL ¥ Verigion (AIREEEIHEFE ( VeriSign Server Certificate )
S SRS TRUSTE VeriSinTE A R Mg — ;maﬁﬂ%m&%‘%%ﬁa =ET]
r BROKA VeriSienFE R TR S R00% » AR AR ST B e R
v SN 8% © FHETE (TSN L verSion IR BB B I T T
e PIVERIERSIE - RS SR, ) MR T BE
e T HIBmlsE T, GHIE B8N « EEE SIS - SRR
EEESSL N R » A (SR e  SELI RS R T -
* Verisign PKI SERE3E
e R e e s T RSO ARSI R R - &
e e TSR PR IR S B (B ST  HEHERE
SIERSERE ryensionsean ) ARSSIER  EEM PREE S TR
) SRR IS BIIIBMTTAYSSLINEMS) © TRIRRSAAFIRORIE - £ RIRRE
PR RERE VB ST B2 A B S R ETE  ASHEEE © RS AR =
cue TRtE A H P ir..i0) e EhEShrededl  SHERRSLAGYESE . BT LS I S L 3 2t s

éj hitps:digitalid hitrust com twftrialserverftrialerverdind ex himl

FrERE T 2 W s g

B 7t Ty | gf

. VeriSign

Server ID) , #F > 2E 'T-F , (F8)

HITRUST
R E
|

© EEER

PPR B i g ik (VeriSign Trid

© il ol e g T

= VeriSign AR s Bt 7 EEEHIEEEE (VeriSign Trial Server ID

© EABES R 9 = etk !

(PEELL s BEEETE [VeiSionA RIS | B RS  EEALISsTeas TR R e
© =il SRS - MRS AR A PR B R RISt -

HBIEAERES (R VeriSion BB AT S 3 + (AR MBI S e VRIS on HIRLA S

o [EINE - Tl DL A R R TR T B R A R TT A o
i [T e TiREesE
[ —

B 8: "VeriSign

Copyright @ HITRUST Inc. All rights reserved.|

PPR B fc i g iRk (VeriSign Trial Server ID) | & F
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%¥€“mrﬁ%*ﬁﬁ%ﬁﬁéﬁzﬁﬁjga,%%
™ Jetc/httpd/conf/ssl.csr/server.csr | f % > 2 EEE Y TR 3=

CERTIFICATE REQUEST----- | i&3 {7+ &pL+t 3 (B 9) » &
" - ¥ ) 027 CSR -

[T B
HEE BED SN0 SNRSE LHD SEE "
Qrr- O NEAG Pme frmms @s0 © S-2 3 JHE S
D) | ] hitpsigitnlid hitrost com twdtrialserveritriskervertialSepns him BBz &= 2 &
it |~
Quin » B R SREEERE
© EAEEEEETE
© FERmEAEH EAFEEERA (CSR, Certificate Signing Request) » 9% ARESHEFM - EHATrESR
| © sz 5 AELSETIE W ARG TE AR RS eR  REE TS R

BB T - M RS % B SSL i
2 ‘

LT RCSRAYEE - éﬁﬁﬂ@ﬁﬁ%ﬁﬁﬂﬁﬁﬁ%ﬁﬂﬁﬁ%u?&ﬁﬁﬁitp I

—BEGIN NEW CERTIFICATE REQUEST—
MIIBf‘TI BtAIBADBPMQswCQYDVQQG .J\ UgEL“.'I'u-M.JG.&_ﬂ UECBMHRmxvemlkYTEYMBYG
ATUEChMPRXlcyBvbiBUaGUgV2\ 7 5ldDBcMANG
CSqGSIb 3DQEBAQUAADSAN '\EQPOOL.EDMHHEUU GTxp+XZ S umXjUBSx7
W 1F.J‘zs'? 1oLOQa090Jtnu1WsQRHK0y ADANBgkyg
0BAQQFAANBAFBj9g+MiUREY F'rF-;mgﬂwUd vqUshptjy4PjdsD3ugy
5 /PpGh2aYXljHpJXTUBQy: INYtc=
—END NEW CERTIFICATE REQUEST-—

----- BEGIN CERTIFICATE REQUEST----- |)
NI IBSTUCATACAQA g 20X CzAT B NVEATTA I RIMOSuDQYDWOD 1Eu| |
BeNVBACTE |Rha¥B 1 aTETMBEGA lUEChMEYinx 12815 aW5 1 eDEaMB|
aG5p¥2Fs [FN1 cHBvCnQxGzAZE s NVBAMTERd 3dy5 1hHV I LWxphn) _ |
CEqG8 Tb3DOET ARV | eCxpbkB1bHV] L xpbnW4LanivhTCEnz| I |
AOEFAAOE] Az VkC g YE ATy 2 mOvej Oq¥ rxmSP 10 TxVitswal |
otV +T ¢3aF InVLIP 12 1d+wd £ T1T+T 1qu 73 Wz Za j ADwSms -
YSDRRCIFhSSHS IBUD 1 30un j SDPIMg t8y0 1 j BMgNEVROMDaS 1R
AvEdfa daMA0GCSqGE Th3DQEEBAUASGEARGEE 1Bo 13F £ 104951
nek+Ip3n0dNkO1 oPa 1COuyBvH{ TFPE73] uvnhV'Bdf tQrSTvF S| ae |
[l il | [EX

S5 [T EOFRCSR: ]
ax 8 @ wEEe B

B O 5 By & bk a
FeTT— 4, kit i7f217CSRE MBI % & > (7 1 & fR17 4 % foin
ﬁ%])‘mCSRP\’J’K?"‘JK BEEBER T T HAFR, 3
FEANT FEE R g F L g p%ﬁ&i&éﬁ%ﬂfﬁwﬂggﬁ@;éxgyi’ﬁxﬁi
#7 TRy (WI11)

12/17 <2006-03-01 >



+ 7 B (Alex Lin)

Apache SSL +4c 484

) R BRES o VviSien 3 555 S 1 Sf e Micoosof dniemet Explores S[E
BRE RED WHEW FREA IED HHEW i
Qr7-© HEAG Pz @ @ -5 F LJHE B
ﬁﬁﬂﬂ:@|@hﬂps:e’f’diata].id.mm.com.wmlsewera‘cgi—bhﬁsophia]ihe exe |v_] E#E & T & -

(I [~
Qe BB RS
O = EEEHETRE
O FERHHL AR ESEEREALTE SRR W - R  HIRAEER B
(O s B U RS I T ERIE BN P K HE RE R Bk ;MEEW%B&W#MM%&?

e (BRI ERH) > /% s
. e
CSREFF#ET
et &
Common Name - EIFRS2E3h SN fRERTURL
(81 : www hitrust. com) www. blue-linux.com
Organization - 27 &#
(# : HITRUST Inc) blue-linux
Organizational Unit - B {7 &3
(1 : MIS Division) Technical Support
City/Location - $#w5
(1 : Taipei) Taipei
State/Province - &ii
(1 : Taiwan) Taiwan
Country - BEI%
@) s TW) ™
FirstName - &5
| (- %8) =
}E = o © EEER
B 10: BB 4 T E -
> ILrRERRIETREESE 2 BRE
® eEEE KA FiRTes AR
O wscH%
O 2Rz
O =Hitr
4 IR e S E AR
O 1ERLiA
O 1-3@H
O 4-6EH
O =FLit
® HFRE
> SEE-mailisHERAEE-{E0R 25 Fr Ak 510k 85 L REEh S SLNEHEERIRTEH
> NSRRI EL TSR T2 - B E-mailiddH

HEEPAREIRRE MREUERBRETHERERE] s T ] 4% - IRTEEREECPS
- -

FHERE MEESEEEHFREE]

=
=
[N
B
I3
o
2
~
=
=
e
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I
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34 #»&&
s CER L f IR G E ke B3 (R10) g g

R P oh rBEGINJ Pl TEND | P 2 AF Sl -0 i 3 7 54 5
" Jetc/httpd/conf/ssl.crt/server.crt | (B11) - #X {8 £ #7fcHApache PR B -

customer_service@hitrust.com._tw To |Alex¥M LinTaiwan/IEME&IEMTW

20051226 FF 01:58 ce
This document expires on 2006/03/26

Subject 2 VeriSign (ARSI IEEEEIMR

oo-U-A-H-{AO-Eal3!

MITDyzCCAZWgAWIBAGIQNoVYROWZS6QHSi1TKTh2EjANBgkghki GA9wOBAQUFADCE
gTEWMBQGAIUEChMNVIVyaVNRZ24s3IE1uYZzFEMEUGAIUECXM+d3d3LnZlcml zaWdu
LoNvES9yZXEvec2l0b3J5L1R1c3RDUFMgSWS b3 JwLiBCeSBS ZWYRIEXpYWIRIERT
RC4xRiBEBgNVBAsSTPUZvciBWZXJpU2Z1lnbiBhdXRob3JpenVkIHR1c3Rpbmegh2 5=
e54gTmegYXNzdXJThbmN1 cvhoQviWUzESOT cwHhcNHDUxM S I 2MDAWMDAWN heHMDYw
MTASMiM10TUSWiBOMQswCQYDVQQGCEWIUVZE PMAOGRAIUECEMGVGFpd 2 FutQ8wDQYD
VOQHFAZUYW1wZIWkKXEzARBgNVBAoUCMI sdWNUtbGludlgxGjAYEBgNVBASUEVR1IY2hu
aWNhbCBTdXBwh3JO0MRswGQYDVQODFBI3d3cuYmx1Z512aW51eC5ib2 OwgZ BwDQYJ
KoZIhvcNAQEBEBQADGYOAMIGIJACGBAMFIMtrSvbk3ozglagZk] yPY0EVVTMGibJING
rEnhHWGT /hFTVrr85fial2hZZ2C/T45dt¥b+H055fiYgrudlecsbmao,/AB0ZrFlull
uWwEL9xTEGEkg0UXNhYUrB+YgVRE9dzrpyI+Qz1zYLU=2kJY/DEjelWODAZ kpRZTELT
wwhvrgFDAGMBALG]ggFeMI IEWjAJEgNVHRMEL j ARMA =GA1 UdDwQELAWI FoDREEBgHV
HRBENTAzMDGgLEAthi todHRWOiEvwY3JsLnZlcml zaWduLmNvb 59 SU0FT ZWH 1 craWV T
ZHJ2ZXInY3JsMIGsBgNVHSAEgaQwogaEwgZ4GC2CG5AGG+EUBBWEBMIGOMCgGCCsG
BQUFBwIBFhxodHRwczovL3d3dy52ZXJpc2lnbisib20vQl1BTMGIGCCsGAQUFBWIC
MFYwFRYOVVyaVNpZ24sIE1luYv4wAwIBARo SVIVyaVipZ24ncyBDUFHgaWSib3Jw
LiBieSByZWZlemVuY2UgbGlhYi4gbHRKLIiAoYykSHYBWZXJpU21nbjAdBgNVHSUE
FiAUBggrBgEFEBQcDAQY IKWYBBQUHAWIWNAY IKWwYBBQUHAQEEKDAMMCQGECCeGAQUE
BzABhhhodHRWOiBvb2NzeC52Z¥Jpc2lnbi5ib2 0wDQYJKoZ IhveHAQEFEQADQORS
GlOFiEkKFFVrgpZSofhil TEcS5eniPeRGyVPan2Q+ TNdzHgeArtYab0C1lUcggadc3ed
TuHHz/ sHTNYOeTGkHFxc

B 12 : %% VeriSign PR B b Fipl Rk En 2

[root@www ~]# vi /etc/httpd/conf/ssl.crt/server.crt
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2 SE[)
> N R ]

fial?l

1YUrB+Y

Bl 13 : i = /etc/httpd/conf/sdl.crt/server.crt 4 %
[root@www ~]# service httpd restart
&1+ httpd:
fx# httpd:

i
(¥

Y
o

35 RIFPRFTZUJIFP &R TR T hitps 13 &

pLpE s £ 40 * T https://www.blue-linux.com j Bl3& > g d1 % 2P EL R T pF o> B
E TRAEE,) > NRAeBAEG (F FIEREHELY TS g
% Twww.blue-linux.com i # o
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] % |

—H | BHEEH | EBRE

=4 saum

EHEREER VLR SHES -

=% wevew blug-lne com

=14 For Verifign authorized testing only. Mo assurances
iC1ve1997

BHWA 200512026 B 20060140

B 14: T 28 % Twww.blue-linux.com | 9§ %

FRT T AT g Y httpsig s S EEa T (R15) - FAF R
4|5 B P 4R T ) hitps= ;i s > v 4] * SSLRequiredSSL % #ic » 514 &
<Directory /var/www/html> .....</Directory>% £ ¥ 4r » SSLRequiredSSL - #% {&
& #7fcd Apache PR B o

[root@www ~]# vi /etc/httpd/conf/httpd.conf

290 <Directory "/var/www/html"> & 3g 3% c@DocumentRoot
.... SSLRequireSSL

319 </Directory>
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B 15: hitps ipli& e
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