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#!/bin/bash

#it####def ine 1nternal network####H#it#H
INTERNAL_NET="192.168.0.0/24"
INTERNAL_NIC="ethl"
INTERNAL_ADDRESS="192.168.0.254"



#i####Hdef ine External network#######i#
EXTERNAL_NET="1.2.3.0/24"
EXTERNAL_NIC="eth0Q"
EXTERNAL_ADDRESS="1.2.3.4"

##HHHE oad modul e s##HHHHFHHHHHHIHEHEHEHE
modprobe 1p_conntrack

modprobe 1p_conntrack _ftp

modprobe ipt_state

#i#t#clean default rul es##H##HHHH#HH
iptables -t filter -F

iptables -t nat -F

iptables -t mangle -F

#i#tdeny all trafficH#i###H#HHH
iptables -t filter -P INPUT DROP
iptables -t filter -P OUTPUT DROP
iptables -t filter -P FORWARD DROP

#HH#HAL Low 1o trafficHi##HHH#HHH#
iptables -t filter -A INPUT -1 lo -j ACCEPT
iptables -t filter -A OUTPUT -o lo -j ACCEPT

###H#EAL low ethO to anywhere###H##H###HH#
iptables -t filter -A OUTPUT -o $EXTERNAL_NIC -s
$EXTERNAL_ADDRESS -j ACCEPT

iptables -t filter -A INPUT -m state --state
ESTABLISHED,RELATED -j ACCEPT

#HHH##ALlow INTRANET to ethO##HHHHHHH
iptables -t filter -A OUTPUT -o $INTERNAL_NIC -s
$INTERNAL_ADDRESS -j ACCEPT



#######A] low Remote Control for Windows Desktop ####

iptables -t nat -A PREROUTING -i $EXTERNAL _NIC -p tcp --dport
7878 -j DNAT --to 192.168.0.1:3389

iptables -t filter -A FORWARD -i $EXTERNAL NIC -p tcp --dport
3389 -j ACCEPT

#i#####Al low Internal NAT user to Internet###
iptables -t nat -A POSTROUTING -o $EXTERNAL_NIC -s
$INTERNAL_NET -j SNAT --to $EXTERNAL_ADDRESS
iptables -t filter -A FORWARD -m state --state
ESTABLISHED,RELATED -j ACCEPT

HHHHHA L oW pOT tHHHHHHHHHHEHHHHHHEHHE
iptables -t filter -A INPUT -p tcp --dport 7878 -j ACCEPT
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