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Offline NT Password & Registry Editor
http://home.eunet.no/~pnordahl/ntpasswd/

Offline NT Password & Registry Editor bd040818.zip
cd040818.zip sc040818.zip, bd040818.zip
cd040818.zip ? sc040818.zip
? ? SCSI SCSI
?

Offline NT Password & Registry Editor
WINRAR  WINZIP  bd040818.zip ? bd040818
bd040818.bin, install.bat, rawrite2.exe.
install.bat
RaWrite 2.0 - Write disk file to raw floppy diskette
Enter target diskette drive:
a, a, b b

Please insert a formatted diskette into drive A: and press -ENTER- :

Number of sectors per track for this disk is 18

Writing image to drive A.. Press ~C to abort.

Track: 79 Head: 1

Done.

Done!

To run Offline NT Password and Registry Editor, leave the floppy in the drive
an

d reboot.

Press any key to continue . . .



Offline NT Password & Registry Editor
BIOS,
? ? ? linux

linux

. Step ONE: Select disk where the Windows installation is

Disks:
/dev/ide/hostO/busO/target0/lunO/disc: NT partitions found:
1: /dev/ide/host0/busO/targetO/lunO/partl 10001MB Boot
2: /dev/ide/host0/busO/targetO/lunO/part2 80003MB
Please select partition by number or
a = show all partitions, d = load new disk drivers
| = relist NTFS/FAT partitions, q = quit
Select: [1]
“ [/dev/ide/host0/busO/targetO/lunO/partl 10001MB Boot’ C
windows “ /dev/ide/hostO/busO/targetO/lunO/part2
80003MB” D 1,
Boot

. Step TWO: Select PATH and registry files

What is the path to the registry directory? (relative to windows disk)
[windows/system32/config] :
SAM
Winxp ? windows/system32/config Win2000
? winnt/system32/config,

e 10 0 262144 Jan 12 18:01 SAM
e 10 0 262144 Jan 12 18:01 SECURITY
“[-mmmmeee 10 0 262144 Jan 12 18:01 default
“[=--mme- 10 0 8912896 Jan 12 18:01 software
-f----m-- 10 0 2359296 Jan 12 18:01 system

dr-x------ 10 0 4096 Sep 8 11:37 systemprofile
-[---—---- 10 0 262144 Sep 811:53 userdiff



Select which part of registry to load, use predefined choices
or list the files with space as delimiter
1 - Password reset [SAM system security]
2 - RecoveryConsole parameters [software]
g - quit - return to previous
[1] :
windows/system32/config ?
1, ? 1,

Loaded hives: <SAM> <system> <security>

1 - Edit user data and passwords

2 - Syskey status & change

3 - RecoveryConsole settings

9 - Registry editor, now with full write support!

g - Quit (you will be asked if there is something to save)

What to do? [1] ->
SAM
1, ? 1,

===== chntpw Edit User Info & Passwords ====

RID: 01f4, Username: <Administrator>

RID: 01f5, Username: <Guest>, *disabled or locked*

RID: 03e8, Username: <HelpAssistant>, *disabled or locked*

RID: 03eb, Username: <test>, *disabled or locked*

RID: 03ea, Username: <SUPPORT _388945a0>, *disabled or locked*

Select: ! - quit, . - list users, Ox<RID> - User with RID (hex)
or simply enter the username to change: [Administrator]

? Administrato Guest  HelpAssistant  test
SUPPORT_388945a0 Administrator Guest HelpAssistan
SUPPORT_388945a0 ? ? test?

Administrator ?



Administrator,

RID : 0500 [01f4]
Username: Administrator
fullname:

comment : Built-in account for administering the computer/domain
homedir :

Account bits: 0x0210 =

[ ] Disabled | [ ] Homedir req. | [] Passwd not req. |
[] Temp. duplicate | [X] Normal account | [ ] NMS account |
[]Domain trust ac | [ ] WKks trust act. | [] Srv trust act |

[X] Pwd don't expir | [] Auto lockout | [ ] (unknown 0x08) |

[ ] (unknown 0x10) | [] (unknown 0x20) | [ ] (unknown 0x40) |

Failed login count: O, while max tries is: 0
Total login count: 3

* = blank the password (This may work better than setting a new password!)
Enter nothing to leave it unchanged
Please enter new password:
Administrator
Administrator ? * = blank
the password (This may work better than setting a new password!)

Blanking password!

Do you really wish to change it? (y/n) [n]

Y,
Changed!

Select: ! - quit, . - list users, 0x - User with RID (hex)
or simply enter the username to change: [Administrator]



Loaded hives: <SAM> <system> <security>

1 - Edit user data and passwords

2 - Syskey status & change

3 - RecoveryConsole settings

9 - Registry editor, now with full write support!

g - Quit (you will be asked if there is something to save)

What to do? [1] ->

q
Hives that have changed:
# Name
0 -OK

. Step FOUR: Writing back changes

About to write file(s) back! Do it? [n] :

Writing SAM

NOTE: A disk fixup will now be done.. it may take some time

Mounting volume... OK

Processing of $SMFT and $MFTMirr completed successfully.

NTFS volume version is 3.1.

Setting required flags on partition... OK

Going to empty the journal ($LogFile)... OK



NTFS partition /dev/ide/host0/busO/targetO/lunO/partl was processed
successfully.

NOTE: Windows will run a diskcheck (chkdsk) on next boot.

NOTE: this is to ensure disk intergity after the changes

wowrx EDIT COMPLETE %%+

You can try again if it somehow failed, or you selected wrong
New run? [n] : n

Administrator

Offline NT Password & Registry Editor
NT
SAM (Winxp ? windows/system32/config Win2000
? winnt/system32/config,). SAM System Administration Manager---

SAM
SAM ; Offline
NT Password & Registry Editor SAM

SAM SAM
? MicroSoft
B.D registry structure

[* This contains some policy settings for the account database */

struct accountdb F

[* This is users F value, contains account type & state etc */

struct user_F

[* This is Users V data struct , contains password settings & state etc */
struct user_V

user_V
int ntpw_ofs; [* 0xa8 */
int ntpw_len; [* Oxac */

ntpw_ofs ntpw_len



? UNICODE

UNICODE string MD4 hash
DES MD4 hash, userid(SID)
(RID) 72 key V struct
?
I* ? UNICODE */
cheap_ascii2uni(newp,newunipw,pl);
I* UNICODE string MD4 hash*/

MD4Init (&context)

MD4Update (&context, newunipw, pl<<1);

MD4Final (digest, &context);

I* DES MD4 hash, */
des_ecb_encrypt((des_cblock *)digest,(des_cblock *)despw, ks1,
DES_ENCRYPT);

des_ecb_encrypt((des_cblock *)(digest+8),(des_cblock *)&despw[8], ks2,
DES_ENCRYPT);

: Microsoft
Administrator 123456,
abcdefgh, SAM
Administrator 123456 , Microsoft
? abcdabcd SAM abcdefgh
Microsoft
int ntpw_ofs; [* Oxa8 */
int ntpw_len; [* Oxac */
ntpw_ofs ntpw_len ?
ntpw_len ? 0
SAM ? 0 ? ?

V->ntpw_len=0;
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